)

"W

AT
RN

Ll

ty Study

Analysis and findings prepared

Corporate ldent
for Company X

CONFIDENTIAL



~_Methodology

Credit-related data

InfoArmor obtained the information for this report from a census file
delivered by Company X. With Company X's permission, InfoArmor
brought this census file to TransUnion for their data. TransUnion
sourced the necessary attributes and delivered to InfoArmor
anonymized data that we analyzed. That analysis provides the
insights for this study.

TransUnion was able to correlate the data to 4,631 Company X
employees. Credit-specific information, such as credit scores and
number of inquiries, came only from TransUnion and was not shared
with other credit bureaus.
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Advanced threat intelligence data

InfoArmor’s dark web intelligence team ran a database scan of

all the domains of Company X and their subsidiaries. We looked for
compromised IP addresses, domains, and credentials to determine
if any emails, passwords, or websites were compromised or found in
data sets, botnet logs, or known infected hosts. All the information
we used, such as domains and social media accounts, is publicly
accessible information that our intelligence team found.



Top findings

Based on the analyzed data, here are the * Older employees are more likely to have a mortgage: More than
most notable findings: double the number of Baby Boomers (46 percent) have

mortgages than employees in Generation Z (22.8 percent).

* Employees as a group still owe 78 percent of their account - Company X employees are not close to paying off their
debts. And since only 7 percent of Company X employees have mortgages. Of the 1,613 employees with at least one a
no debt, this means that most of the 93 percent who do have mortgage, 97 percent still owe more than 50 percent of their
debt still have a majority of their debts left to repay. mortgage. The average remaining balance on a mortgage is
, $195,559.
* Company X employees have lower credit scores than the
national averages. They have 6 percent fewer employees with * Generation X and Millennials comprise 80 percent of Company
Good or Excellent scores, and 9 percent more employees with X's workforce. Gen Xers have higher credit scores than
Very Poor or Poor scores. Millennials, but carry more debt overall, mostly due to
, L _ mortgages.
* Asizeable minority of employees are delinquent on payments.
Thirty-seven percent have at least one account in collections. « Company X employees are using their work emails for non-work
The most common burdens are student loans, auto loans, and uses, and those accounts have been exposed in 16 separate
credit cards. breaches. This puts Company Xs brand reputation at risk and

opens employees up to social engineering if data is exposed on

* For those employees with student loans on their credit profile, 2 non-affiliated website.

900 have been 90 days or more delinquent in at least one point

since the debt was established. « Company X botnet activity:

* Younger employees are the most likely to have student loans. o Botnet source 1 — We found a Company X-affiliated
Forty percent of Millennial employees have at least one student username associated with a botnet, exposing usernames and
loan, followed by 31 percent of Generation Z employees. passwords for any sites that users visited.

o Botnet source 2 — We found two infected computers
associated with Company X and Company X email addresses.
One infected computer may be an administrator account.

* Across generations, the average balance for an employee with
at least one student loan is $39,268.

See Recommendations at the end of this study for further details

m CONFIDENTIAL 3



Your employee profile

Total debt by source: $504,495,180 Account balances & credit lines:

HELOC Other Credit cards

$3,774,423 $19,470,357 $23,690,225 Total maximum credit
-I% 4% 5% lines of open accounts Employees are 78%
extended on their
$639,097,807 accounts.
Total remaing balance
of open accounts
$504,495,180
Auto Student loans Mortgage T
$50,834,935 $59,446,985 $347,278,255 Total maximum credit
% o % lines of open accounts
1 O 12 % 69 ? (excl. mortgage &

home equity)
$237,788,375

Total remaining
balance of open
accounts

(excl. mortgage &
home equity)

$153,442,502

Average employee debt by source:

Mortgage: $80,538 I
Student loans: $13,786
Auto: $11,789
Credit cards: $5,494 |l
Other: $4,515 W
HELOC: $875

$0 $100,000
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Employee credit worthiness

Employees scores vs. national averages: Percent of employees with negative credit items:
|
= Nati Foreclosure ) Bankrupt
0% National average in last Atax lien ali’1n Ir:sp[ cy
28% 24 months 2 7% 60 months
o,
0.2% : 9.1%
21%
19% 19%
At least At least
15% one account one accountin
’ 90 days past due collections
% %
. 26.9 37.7
(<550) (550-649)  (650-699)  (700-749) (>750) Satisfactory Delinquent Employees
Very Poor  Poor Fair Good  Excellent open accounts: open accounts: with no debt:
#ofemployees: 1,284 880 875 606 986 29,586 2,375 7%
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Financial stressors

Significant employee stressors: Employee financial burdens in past 90 days:

%
Tax lien 2.7 46_8
1.5% = Employees Delinquent
on credit card
o = National average 422
Bankruptcy 9.1% Delinquent
3.8% on auto
%
Collections 37.7 355
27.8% Delinquent on
student loan
Employees with loans past due:
Ly 203
Delinquent
With loans 30 With loans 60 With loans 90 With loans 120 on mortgage
days past due days past due days past due

5.2% 3.7%

Employees with delinquencies:
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2.7%

Delinquent
on unsecured
installment debt
in past 90 days

2.1%

days past due

5.1%

Delinquent
on revolving
debt in past

90 days

12.4%



Generational breakdown

Employee 20%
generational groups:

= Millennials
= Other
38%
Credit distribution by age generation:
Millennials: 572 375 318 231 294
[ D
Very Poor Poor Fair Good Excellent
Generation X: 543 387 363 243 425
[
Very Poor Poor Fair Good Excellent

Number of credit inquiries in past 12 months:

18* 19%

37% . =0inquiries

=one inquiry

. =two inquiries

= three inquiries

39%

8% 9%

Generation X Millennials

13*% 13%

=>three inquiries

22% 22%
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Total balances by category:
(Verified in past 12 months)

$163,668,228
. = Generation X
= Millennials
Average monthly
obligation for
Generation X:
$1,324
$92,787,825 Average monthly
obligation for
Millennials:
$11,280,800 $959
$6,429,200
$23,495,044 $24,351,678
$26,373,922
$18,420,877 T
$2,190,785
I $442,864
|
Mortgages Credit Auto Home Student
cards accounts equity loans



Student loan breakdown

Student loans by generation:

Baby
Boomers

22.7%

Millennials

40.7%

Gen X

29.7%

Generation Z

31.6%

Employee student loan status:

2,181

Payment
status of all
student loans

5,055
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478

Loan

repayment
by employee
count

1,300

= One or more loans

=No loans

Baby Boomers: 1946 to 1964
Gen X: 1965 to 1979
Millennials: 1980 to 1994

Generation Z: 1995 to 2012

=In deferment

. =In repayment

Student loan balance vs. credit line:

$59,446,985

Total balance*

$54,442,654

Total credit line
Average balance for

those with at least
one student loan:

$39,268

* Balance exceeds
credit line due to
deferred interest

Employees with:

B = 'S

One student Two student > Two student
loan loans loans

11.6* 6.3” 14.8%

Employees with student loan delinquency in:

X XX XXX

Past 365 days:

494

Past 180 days:

408

Past 90 days:

355



Mortgage breakdown

Home ownership by generation: Balance vs. credit line:

100%

97.1%

Baby = Homeowner
Boomers Gen X .

46% 38.3% = Non-homeowner 88.6%

Baby Boomers: 1946 to 1964
Gen X: 1965 to 1979
Millennials: 1980 to 1994

. . . Generation Z: 1995 to 2012
Millennials Generation Z

26.3% 22.8%

Average balance for
those with at least
one mortgage:

$195,559

Average credit scores of: Employees with at

least one mortgage:

Employees with Employees with 1,613
no mortgage: mortgage:

/ Percent of employees Percent of employees

who owe more than who owe more than
61 6 711 50% of their mortgage 75% of their mortgage
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Credentials found in data breach

Username, email, and password exposure: Total exposed passwords:
Total number of breaches Total exposed 4 6%
with Company X data: credentials: . |
16 132 Passwords 52 Strength of 94%
breakdown clear text
passwords
76
I 21 = Exposed - clear text passwords = Weak passwords
@companyx
I 25 = Hashed - Not currently decrypted . = Strong passwords*
. = No password available
. I —— 68
@xsubsidiary
- [3
*A strong password consists of at least six characters that are a
B 10 \/ combination of upper and lowercase letters, numbers and symbols
g (@, # $, %, etc.).
@anothersubsidiary X k Kk k
. 13
I 25 Exampl f words:
@subsidiary4 amples of bad passwords:
I 25
Other username | O
Bl 4 . = Email addresses
used as user names Contains a Company X 12345h: Email prefix
company or subsidiary name: as a password:

. = Total email
addresses exposed 4 1 1
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Breach sources and pbotnets

Data breach source breakdown: Botnet data:
45 I Abotnet is a network of private computers infected with malicious software
Dark Web : and controlled as a group without the owners’ knowledge.

36 9 o .

Social media/ Work We found through our sources that specific usernames were associated

social networking Tools 16 with a botnet that was either an email address associated with you or an

File infected user logged in to one of your websites.
4.' Sharing ) i
Da_ttmg 2 The username and passwords to these sites have been compromised.
sites 5
Domain Other
Hosting I
Client credentials by breach source: J:L .
Machines Users @companyx email address

Company Total Category infected: exposed: used as username:
Ashley Madison 1 Dating site 2 2 4
Webhost 1 Domain hosting
Adobe 9 Work tools
Badoo 1 Dating site Site logins recorded by Botnet Source 1:
Dropbox 16 File sharing
Edmodo 1 Education site Site logins Username
Forbes 2 Media company _
Altra Literature 1 Industrial manufacturing http://portal.companyx.com/Account/Login.aspx 100227351
Hostinger 1 Domain hosting http://infectedsite/learning.com/login jdoe@companyx.com
IBSG 1 Gaming https://procurementordering/companyx/Login jdoe@companyx.com
Mate1 2 Dating site — y .
Linkedin 33 Social media ttps://www.companyxompanystore.com jdoe@companyx.com
Tumblr 1 Social media jdoe@companyx.com
Twitter 2 Social media
Dark Web 45 Dark Web

See Recommendations at the end of this study for further details
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Recommendations

Given InfoArmor’s findings, here are the top
recommendations we have for Company X:

* The results found during our botnet investigation should be addressed
immediately.

o Botnet source 1— The URLs and usernames found below were associated with

* Employee benefits like student loan repayment assistance
or tuition reimbursement would likely provide high value to
Company X's employee population, especially in the younger
generations.

* 401(k)/403(b) matching would provide substantial value,
as many employees are still working to pay off significant
amounts of debt and may not be able to save enough for
retirement.

* An employee assistance program that includes financial
counseling may be valuable to Company X employees.

either a Company X affiliated website or a Company X email address. We suspect
that a computer used to log in to these sites was infected with a botnet. We
recommend changing the passwords for these users on Company X impacted
websites, and notifying the users to change their passwords for any other accounts
they have used. We were unable to locate an IP address for these users so there we
are not able to provide the name of the device that was infected.

© Botnet source 2 — We found two computers associated with Company X that

have been infected with a botnet. Computer 1 is named Anonymous with an IP
address sourced in North Andover, MA. Computer 2 is named Admin-PC with an IP
address sourced in Brampton, Ontario. The two infected computers should be
located, their status determined, and appropriate action taken, which may include

wiping the computers. The URLs visited and logged are:
* Alife insurance plan may be beneficial for employees with
debts who worry about providing for their families in the event
of their untimely passing.

O https://outlook.office.com/owa/service.svc?action=adakjd;alfjkad;Ifjad

O https://outlook.office.com/owa/service.svc?action=adlkajfd;ldjkadlkjf

* Offering PrivacyArmor to all employees will provide knowledge
regarding credit activity and alleviate the burden of identity
theft remediation. Offering PrivacyArmor as an employer-paid
option provides extra value in helping employees fully protect
their future.

O https://apis.google.com/u/0/_/adflkajdf;alkdjfa;dkjfa;Idkjfad;Iskfjad
O https://pcompanyx/lookup/companyxpeople

o At a minimum, credentials used on the machines that visited these sites should be
changed immediately.

* Promoting security training will help eliminate the risk of
employees using unsecure passwords and usernames across
multiple accounts.

* Restrict employees from using their Company X credentials for
non-corporate accounts.
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